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Blockchain is more than the database ledger technology that powers bitcoin. It has the potential 
to reduce transaction costs, and improve trust, security and efficiency of existing processes, with 
broad applications to a variety of industries that have traditionally been resistant to change.  This 
panel will provide an overview of the kinds of innovations taking place in such industries 
through the use of blockchain technology, and highlight current regulatory, legal, and logistical 
issues facing this nascent technology and what you can do to help your clients prepare for the 
future. 
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A. INTRODUCTION   

1. What is blockchain? 

A blockchain is a digital registry that can’t be tampered with. It provides a 
mechanism for various parties to agree on a set of facts. It prevents those parties from 
making false statements, since everyone else can check the facts; it also prevents statements 
from being changed after they’ve been recorded, since all parties are alerted to these 
changes. It allows entities to make and verify transactions on a network instantaneously 
without a central authority or middleman.  With bitcoin, for instance, the blockchain acts 
as a ledger of every transaction, thus providing proof of who owns how many bitcoins.  

2. The “When, Why, How” of Blockchain: when is blockchain most useful/applicable? 
What are the costs/pitfalls and advantages/benefits of blockchain?   

a. The costs of blockchain depend on the size of the network and the blocks, and the 
nature of the links. 
 

i. Size:  A blockchain is a replicated database. Each user keeps a complete 
copy of the database and stores every transaction.  



 -2- 

1. The immediate consequence of this cannot be forgotten. A 
blockchain is never faster or more efficient than a traditional 
database. 

2. Blockchain is a system to get everybody to agree on what is the 
one valid version of the database. 

3. The benefit is that no particular user has to be placed in a 
privileged position over the other users. 

4. But for each entity to authorize the blockchain's contents, it must 
have a complete copy.  For example, the bitcoin blockchain has 
already grown to over 173Gb. 
 

ii. Links (“Consensus Algorithm):   
 

1. The solution Bitcoin and many other blockchain algorithms take is 
called “proof of work.”  Users solve randomly generated puzzles to 
demonstrate that they’re unique people and not an attacker 
pretending to be a large number of legitimate users.  This process 
works, but becomes very expensive as the number of people in the 
network grows.  The Bitcoin network sees about 200,000 
transactions per day.  This is an EXTREMELY low transaction 
rate.  In fintech, individual systems can handle thousands of 
transactions per second.  Recall that even in Bitcoin, each 
computer in the network is keeping track of all of these 
transactions. Electrical cost is on the order of a small country 
(~Ireland). 

2. Without it, a newcomer to the system could potentially be tricked 
into receiving an invalid version of the database by an attacker 

3. There are more efficient ways to implement the links.  For 
example, "proof of stake"-based blockchains in which the next, 
authentic block creator is chosen based on pre-selected criteria, 
such as wealth (coin ownership) or age (passage of time since 
coins were generated or used as the basis for block creation rights). 
 

b. Deciding whether to use blockchain:   
 

i. What are your performance requirements (see above)?  Above 10,000 
transactions per second is difficult with blockchain.  A need for high-
volume transactions is inconsistent with a large network of participants 
each needing to authorize and record the transaction. 

ii. Do you need data consistency and reconciliation across many different 
participants using different databases?  If not, use a central database. 

iii. Will everyone agree to operate by the same rules? Do the rules change 
frequently?  Blockchain requires all participants to agree on the rules and 
transaction protocols. 
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iv. Do you need a trusted history of transactions?  Blockchain is most 
appropriate for a permanent, immutable ledger that records the complete 
history of transactions over time. 

v. How big is your network (how many transacting participants)? 
1. The network consists of computers that want to independently 

update the ledger, but do not trust each other. 
a. Blockchain requires replicating the entire database at each 

node.  The size of the bitcoin network is huge. 
vi. Do you want/need to be in charge?  Is there someone that everybody 

trusts?  If you have an acceptable, central authority trusted by all 
participants, there may be no need for a distributed ledger. 

1. “Private blockchains” often have a single entity in charge 
a. Arguably not a blockchain at all. 
b. No need to programmatically determine the correct version 

of the database, the guy in charge always wins 
c. A single entity blockchain is just a database.  External 

clients can still request changes through the database 
owner! 

d. Remember, databases are always more efficient. 
2. If you want to be in charge, use a database. 

vii. Sweet spot is a small collection of somewhat distrustful entities 
(“Permissioned Blockchains”)  

1. Two to a hundred? 
2. Each entity can check the work of the others 
3. Examples:  Airline alliances, strategic corporate partnerships, 

supply chains. 
viii. Is confidentiality essential?  Blockchain requires publicly revealing certain 

information to all network participants.  Encrypted information may 
become hacked or hackable in the future as keys are compromised, 
processing power increases, or algorithms are broken. 

ix. Is the data large? Is it relatively static? 
 

B. USE CASES 

1. Intellectual Property 

a. Smart IP registries.  Permanent, immutable record of IP creation, registration, 
ownership, and/or chain of custody.  Can be used for TM, copyright, and patents.  
Could work in both a first to file and a first-to-invent system. 

b. Smart contracts and micro-transactions allow royalties to be properly allocated 
and distributed.  Digital footprint associated with transaction assists with 
identifying and preventing unauthorized digital use.  Music protection is an 
example.   
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c. Can have detailed royalty distributions for all IP contributors to a project, or for 
different levels of IP rights.  Permits transferring, dividing, and recording IP 
ownership rights in a manner that better facilitates locating and compensating 
rights owners.  But blockchain may be too inefficient for the high-volume 
transactions in a digital rights management (e.g. music or movie) scenario. 

d. Supply chain management is similar to what is needed in Art law and in 
counterfeit detection.  Protecting art and antiquities through registration.  
Equivalent to tracking goods and transactions in commerce. 

2. Real Estate 

a. The current system of real estate transactions are susceptible to forgeries, 
erroneous recording or even simple clerical errors. It’s one reason why the US has 
a massive title insurance industry, which the New York Times has called a 
“scam”. Putting transactions on a blockchain makes paper go away; and it 
becomes much more difficult, if not impossible, to forge records. 

b. Use of Smart Contracts 

i. Smart-contracts are programmable logic that self-execute once 
predetermined conditions are met without the need for third-party 
intervention.  

ii. Smart Contracts will enable automated real estate transactions - real estate 
contracts, escrows, property records (deeds, for example) to be completed 
and monies distributed without title companies or attorneys.  The 
blockchain will ensure that the buyer gets the title or deed and the seller 
gets the value (possibly via a cryptocurrency).  The blockchain will also 
record the title or deed to the appropriate public records, such as a County 
in the United States or similar.   

c. Propy’s use cases 

i. Propy has been a pioneer in using the Ethereum blockchain for real estate 
transactions. Propy’s array of products includes: 

1. Propy Listing Platform — which allows sellers to list properties and 
buyers to find properties they like; 
2. Propy Transaction Platform — which facilitates the processing of 
paperwork, payments and conveyances and records all steps on the 
blockchain; 
3. Propy Blockchain Registry — a set of smart contracts designed to store 
land records on the blockchain  

ii. The Transaction Platform has been used in several deals in the US 
(California and Arizona) and Spain. Ιn these cases, parties in a transaction 
through a blockchain smart contract agreed to the terms of transaction. As 
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a result a record corresponding to the transaction was registered on the 
blockchain. Legal procedures were executed in parallel as required by 
each jurisdiction’s laws. All the above transactions involved the execution 
of smart contracts on the blockchain. At the conclusion of the smart 
contracts, the transactions were registered on the blockchain. 

iii. In other cases, property transfers that were affected in the traditional way, 
were registered on the blockchain, again through the execution of a smart 
contract.  

1. The City of South Burlington in Vermont recently saw the first 
government-sanctioned blockchain recorded real estate deal in the 
US (February 2018). There, the traditional instrument of 
conveyance, i.e. the deed, also contained the Deed smart 
contract’s address printed on it. Thus, the deed was recorded in 
both places. This deed created history as the first ever to refer to a 
blockchain address. Several other deals followed. Other 
transactions involving property transfers in the US (Vermont, 
California) as well as abroad (Ukraine) have also been registered. 
As of now there is no State that recognizes that placing a deed on 
the blockchain constitutes “constructive notice.” Local recording 
authorities (State, County, Municipal) can decide to implement 
blockchain-based solutions for their Land Records, and this is one 
of the directions towards which we are moving. 

3. Social Sector and Supply Chain Applications 

a. Blockchain and Digital Identity 

i. Identification Issues for the Homeless: 
  

1. When the homeless lose identification documents they have to start 
over and reapply for them, which can be time consuming and 
interrupt their access to services. 
 

2. The Department of Housing and Urban Development requires an 
annual point-in-time count of the homeless in order for cities to 
receive federal funding and is intended to provide a snapshot of 
cities’ progress in fighting homelessness.    

 
ii. Benefits of Using Blockchain Technology for Digital Identities for the 

Homeless:   

1. A digital identity on the blockchain can empower homeless people 
with the ability to manage their personal data so that they can use it 
use it to access social services, such as supplemental security 
income benefits, food stamps, soup kitchens, food pantries, shelters 
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or housing, and Medicaid or medical services.  It could also track 
user’s engagement in social services and activities.  It can also help 
cities complete required record keeping and track engagement in 
social services.  

2. A digital identity on the blockchain does not rely on vulnerable 
paper-based systems.  It is encrypted securely, stored on a 
decentralized server, and can be accessed in the cloud.  Identity 
records can be accessed via the Internet on a computer, tablet, or 
cellular phone by using passwords, fingerprint readers, or photo 
recognition.  

iii. Use Case:  Digital Identities for the Homeless   

1. City of Austin, Texas.  A collection of city agencies and other 
groups in Austin, Texas, is testing a service called MyPass that 
stores key documents on the blockchain, where they can’t be lost or 
stolen. The documents can then be accessed by homeless people via 
cellphone, computer or text message and shared among health-care 
workers and government agencies. 

2. Could the City of San Francisco be next?  The City of San Francisco 
recently rolled out a system to track and help the homeless.  The 
system has to tie together information from 15 different databases 
involving departments like health, human services and others, and 
they have to be confidential enough to maintain client privacy.  I 
hope to persuade the City that blockchain integration could improve 
San Francisco’s new system for the homeless.   

b. Blockchain and Supply Chain Management  

i. Supply Chain Management Issues:  

1. Supply chain management requires monitoring every party involved 
in delivering a product from its origin to its destination.  It includes 
raw material suppliers, manufacturers, transportation companies, 
wholesale warehouses, in-house staff, stock rooms and the end user. 
It also involves oversight of the tasks and functions that contribute 
to moving a product, such as quality control, marketing, 
procurement and sourcing.  

2. Visibility into the supply chain is often limited making performance 
management challenging.  Delivery of purchased goods can be slow. 

ii. Benefits of Blockchain Technology for Supply Chain Management:   

1. A decentralized application on the blockchain can provide real time 
information about the activities of suppliers, manufacturers, 
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transportation companies, wholesale warehouses, in-house staff, 
stock rooms and the end user. It can provide visibility into the 
condition/quality, quantity, location, timing, and price of goods 
being delivered for all of the participants involved in moving goods 
from the source to the destination.  

2. A decentralized application on the blockchain can also detect, fraud, 
piracy, and collusion throughout the supply chain by providing 
uniform real-time data to the buyer, seller, third party logistics 
providers responsible for certain parts of distribution and fulfillment 
services, such as warehouses, transportation, or raw materials 
providers. 

3. Decision-making informed historical performance data.  When the 
product has been purchased, the contract expires, or the product 
needs to be re-ordered, the organization can review the supply chain 
data for the product. If the product is to be re-ordered, the public 
entity can determine whether to consider other suppliers or to 
continue with the same supplier. 

iii. Use Case:  Food Industry Supply Chain.  If time allows, I’ll provide a 
walkthrough from the producer to consumer (“farm to fork”). 

c. Blockchain and Public Bond Offerings 

i. Use Case:  City of Berkeley Bond Issuance  

ii. The project, initiated by Vice Mayor Ben Barlett, aims to introduce another 
funding method to the city financial infrastructure that would ostensibly 
increase community investment by reducing the minimum bond price. 

iii. The pilot venture intends to launch “micro-bonds” which would allow the 
issuance of bonds in denominations in the range of $10 to $25. The typical 
minimum denomination for a municipal bond is $5,000. People can more 
easily afford $10 than $5,000 for a bond, which would make investing in 
city projects a more viable option for average citizens. 

iv. Using blockchain would provide a ledger platform, upon which micro-
bonds would be recorded as soon as they are issued. Coupling micro-bonds 
with the blockchain is meant to provide an alternative to Wall Street. 

v. If the political process allows it, Berkeley could go one step further and 
support funding municipal projects via a tokenized currency.  

d. Polling, Voting, and Elections 

i. Increased transparency – voters can track their vote to see that it was 
counted.  
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ii. Fraud reduction through ID verification and use of unique ID cards.  

iii. Expediency – real time voting and reduced cost of infrastructure, leading to 
increased voter engagement.  

4. Banking/Finance/Insurance (other than Bitcoin) 

a. Digital Identity Registration in Banking 

i. Asset, know your client (KYC) and anti-money laundering (AML) 
registries as well as records of ownership held electronically (including, 
potentially, securities accounts, investment accounts and cash accounts). 

b. Insurance Industry 

i. Blockchain records can be used to combat fraud by verifying claims 
information such as authenticity, ownership, history etc.  It can also be 
used to authenticate and track physical items of value throughout their 
entire life while making it difficult for criminals to defraud the system.  
See Everledger startup in UK.  

ii. Blockchain technology has enabled SafeShare Global to provide on-
demand, time-stamped and secure records of insurance without the need 
for a costly centralized “processor” which can be especially valuable in 
the new gig/sharing economy.   

c. Securities Trading and Bond Offerings 

C. REGULATORY, LEGAL DEVELOPMENTS AND HURDLES 

1. PROMPT FRAMEWORK 

a. DESCRIPTIVE PROMPT:  

i. Describe the regulatory landscape, if any, for blockchain technology in 
your industry 

1. Licensing requirements?  
2. Reporting requirements? 
3. Compliance requirements? 
4. Consumer protections? e.g., public disclosures 

 
ii. What roadblocks/hurdles is your industry experiencing? 

b. PRESCRIPTIVE PROMPT AND PROPOSED SOLUTIONS: Describe the kinds 
of regulations, rules and governance frameworks would improve the efficiency / 
cost effectiveness of blockchain technology in your industry.  How might 
increased / decreased regulation promote greater efficiency and/or adoption? 
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c. COMPARATIVE PROMPT: Compare U.S. and non-U.S. regulatory frameworks 
for blockchain applications – are we far behind? 

2. Intellectual Property  

a. Descriptive 

i. The Blockchain Intellectual Property Council (BIPC) is an initiative of the 
Chamber of Digital Commerce to promote blockchain innovation and help 
companies better navigate intellectual property decision-making 
processes. 

ii. Various governmental agencies and IP registries such as the European 
Union Intellectual Property Office (EUIPO) are considering blockchain 
capabilities, particularly as Smart IP registries, and to connected multiple 
trusted authorities for IP right recording and management (USPTO, 
EUIPO, EPO, etc.) 

iii. Blockchain interest groups are considering patent pools, industry 
standards bodies with fair, reasonable and nondiscriminatory (FRAND) 
licensing requirements, and open source licenses to facilitate 
unencumbered blockchain technology development. 

b. Prescriptive 

i. Intellectual-property (IP) frameworks. Governments and IP-rights 
consortiums will need to define legal frameworks for recognizing 
transactions conducted using blockchain. While blockchain technology 
provides the means for keeping a record of the property holder, we may 
still need to rely on traditional mechanisms to enforce owners’ rights, 
especially when contracts are not upheld.   

ii. Blockchain provides an enhanced mechanism to connect enforcement 
agencies to rights holders.   

iii. There are also questions concerning whether the blockchain in the creative 
economy should be public or private. If the public-blockchain route is 
taken, the data stored in the blockchain will, by definition, be accessible to 
all participants in the network. This could present IP concerns if creative 
content is stored directly on the blockchain. 

c. Comparative: the laws, regulatory authorities, and standards bodies for using 
blockchain for IP rights registration and management, or for aggregating IP rights 
relevant to blockchain development, are not well formed anywhere. 

3. Real Estate 

a. Descriptive 
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i. While blockchain technology and smart contracts made a lot of headlines 
during the last few years and provided us with new ways to interact with 
others online to make payments, verify identity, store data and etc., it’s 
quite new in the RE industry, which is relatively old fashioned when it 
comes to technology and still hasn’t even been completely digitized. 
While other industries, like banking for example, have spent years 
developing a digital infrastructure including AI enabled clerks and online 
banking portals that allow users to carry out pretty much any operation 
through their phone, Real Estate has quite a lot of catching up to do, as not 
only does it still use data stored on paper mediums, but also requires a lot 
of intermediaries to be involved in a deal in order to make sure it’s 
properly completed. 

ii. As it stands now there are very few uses of blockchain technology in real 
estate transactions. Some early applications include the effort of Cook 
County in Illinois. Recently, Franklin County in Ohio has announced the 
registration on blockchain deeds. The recorded properties were sold at 
auction by the auditor’s office. After the deeds are awarded to the winning 
bidders, all relevant property information was transferred to blockchain 
and assigned a barcode, which was then attached to the deed so that the 
property’s information can be accessed via blockchain. To our knowledge 
none of these use cases included use of smart contracts for the completion 
of the transfer but only included recording of the transactions. Very few 
countries have implemented blockchain-based solutions in their real estate 
recording systems.  Sweden has been testing an e-conveyancing platform 
that is blockchain based. The Republic of Georgia prides itself to have 
been the first country to implement a blockchain-based land registry. 
According to the country’s authorities, more than a million records have 
been registered in this way. Dubai has also launched a similar initiative. 
As interest for blockchain is gaining momentum, its use in real estate is 
increasingly attracting attention. 

iii. On a separate note, blockchain is gaining legal recognition and gradually 
States within the US are enacting relevant legislation. For example, 
Arizona and Nevada have enacted legislation for the admissibility of 
blockchain records in courts. The State of Vermont has enacted legislation 
creating a new type of company - the Blockchain-Based Limited Liability 
Company and ordered a study for blockchain uses in the State with 
particular reference to the systematic and efficient management of public 
records and recommend legislation, including uniform laws, necessary to 
support the possible use of blockchain technology for the recording of 
land records. 

iv. Smart contracts bring unparalleled efficiency and security when it comes 
to any transaction, as there is no place for human error and there’s a 
permanent record of the transaction. The trend is clearly towards further 
adoption of blockchain in real estate. More and more governments are 
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establishing initiatives for the development of blockchain-based 
applications. The era of full online real estate transactions is in front of us. 
Future steps will include the tokenization of real estate, where full transfer 
of ownership will be possible through the execution of smart contract. 

b. Prescriptive 

i. Although blockchain does not need legislation for its validity, new laws 
could remove any clouds of doubt and enable e-conveyancing. The 
ultimate goal could be the acceptance of placing a record on the 
blockchain as satisfying legal requirements for constructive notice. 
Alternatively, official records can be updated from blockchain smart 
contracts via APIs. 

c. Comparative: Application of blockchain in real estate in other countries.  Is it 
much more developed than in US?  If so, why might that be and what are some 
things we can learn from these other countries?  Why are some states/counties in 
the US more or less likely to adopt this new technology in their land records?  

i. Increasingly Municipal, County and State authorities are becoming 
interested in blockchain for records. They seek to increase their security 
and resilience as well as improve the efficiency of their operations. Still 
many recorder’s offices remain with a low degree of technology adoption. 
Few are the counties that have already implemented some kind of 
blockchain initiative. Various factors contribute towards the interest for 
blockchain: technology as a policy priority, opportunities for improving 
operational efficiency and security concerns appear to be the most 
prevalent. Likewise, in a global level countries are exploring the 
blockchain for similar reasons, with most prevalent the recognition of 
blockchain as an opportunity for technological innovation.   

d. HURDLES: Resistance from title industry; coordination problems; human 
error/transcription problems. Any others? 

i. Blockchain in the Real Estate industry overall seems a very attractive 
prospect. However, the different stakeholders express concerns that 
mainly stem from difficulties in understanding the mechanisms of smart 
contracts and trusting their outcomes. The attitudes of the business actors 
vary extensively. It is seen as a challenge with some actors seeing it as a 
threat and others as opportunity at varying degrees. Their stance is very 
conservative as an expression of their sense of responsibility for the 
integrity of the land records. 

ii. Major concerns for the authorities are security and control of the data. 
Business actors are concerned about the effect of blockchain smart 
contracts as well as that of the registry on their business. It is increasingly 
recognized as a factor that will increase real estate transactions with 
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several benefits, but it is also feared as a factor that will limit the business 
of several intermediaries in the market. The general attitude is the 
admission of the inevitability of the technology, which however is often 
accompanied by some complacency of hesitation in front of the unknown. 
Nevertheless, no group of actors is outright in rejection of blockchain 
technologies. 

4. Social Sector and Supply Chain Applications 

a. DESCRIPTIVE: The regulatory landscape for blockchain technology as applied 
to digital identity, supply chains, and politics is a work in progress.  As adoption 
and use expand, regulatory issues concerning transparency and privacy of 
information on the blockchain will pose challenges for governments. 

i. Digital Identities:  The current legal definitions of digital identity are rooted 
in national identity standards that regulate legal identity implementation, 
authentication and verification.  Different countries have different 
approaches.  There are increasing concerns about lack of privacy and 
control over one’s personal data.  There is increasing regulation governing 
individuals’ rights over their digital identities and security measures for 
digital identities.   

ii. Supply Chain Information:  The blockchain allows increased visibility of  
supply chain and services information.  Public and private entities are held 
to different disclosure standards.  Non-governmental entities enjoy 
significant discretion to control how much information they share with 
consumers and the general public.  Challenging questions loom including:  
How will public entities and companies decide who they will share the 
information with?  Will the government increase the standards for 
disclosure of information in areas where consumers or the general public 
has a significant interest in transparency? 

iii. Voting:  The current voting system in the U.S. is archaic, its integrity is 
questionable, and it suffers from low citizen engagement.  In person visits 
to the polls and absentee ballots have captured limited participation in 
democracy. 

b. PRESCRIPTIVE:  

i. Digital Identities:  Data protection laws must be equipped provide control 
over an individual’s data, the right to access, portability, and right to 
minimize disclosures.  Data security to protect against token compromises 
loss or cracking of passwords.  The blockchain is immutable, so the ability 
to expunge one’s digital identity is unlikely.  There is a need for global 
interoperability.   Regulation needs to move toward the creation of an 
interoperable, global public identity standard to enable digital identities to 
become more mobile.  
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ii. Supply Chain Information:  The blockchain allows enhanced visibility of 
supply chain information and will likely mean increased access to records 
from governmental entities, but non-governmental entities will still enjoy 
significant discretion to control how much information they share with 
consumers or the general public.  Government regulations should increase 
the standards for disclosure of information in areas where consumers have 
a strong interest in transparency and technology enables more transparency 
(e.g. food). 

iii. Voting: The blockchain has the potential to restore the integrity of the 
voting system and dramatically increase citizen engagement.   

c. COMPARATIVE:  

i. Criminal Justice System 

1. The City of Zhongshan in China is using blockchain to track the 
activities of parolees.  The justice department of Zhongshan has 
launched a blockchain-based system that can monitor the 
consumption of services by parolees and participation in work-based 
programs to improve the quality of its corrections system. 
   

2. The technology has been deployed across various community 
service centers where parolees are required to check in and complete 
daily duties.  Parolee data is updated in a distributed manner, 
community correction staff and relevant law enforcement agencies 
who are given access to the network are able to know whether 
parolees are following their required routines.   
 

3. The technology will reduce the burden of monitoring parolees and 
assists in determining whether they are complying with their 
programmatic requirements. 
 

ii. Voting and Elections 

1. Sierra Leone just conducted elections using blockchain technology 
in March 2018 and Estonia has developed unique ID cards to allow 
citizens to vote on the blockchain quickly and securely. 
 


